LABS
CS 407 File System Forensics
Lab 1 – Drive imaging

Make case folder


Seize the thumb drive (Red)


Image the evidence thumb drive (Red)


Write a Imaging Report
Lab 2 – FAT


Use only the HEX editor functionality of WinHex:


Parse the partition table



Parse the VBR



Find the first cluster of the FAT file system



Find the FAT



Find the deleted file in the directory



Find the deleted file


Complete the “Forensic Challenge” by  Gregg

Lab 3 – NTFS


Use only the HEX editor functionality of WinHex:



Parse the VBR


Find the Master File Table



Parse the important fields in the first MFT ($MFT) entry

Lab 4 – The Registry 
1. On slide #14 of 5.1.Registry_Structure.ppt, I describe the logical structure of the registry versus the physical files constituting the registry.  Do the same except make it complete.
2. Delineate the USB devices attached to the system.

3. List the Typed URLs

4. List the most recently executables that were run.

5. When was the system last shutdown?

6. List the most recently viewed.
Lab 5  – File Analysis

1. Parse two  .lnk files

2. Insert and Remove a USB device without un-mounting. Find associated events in Event logs. Correlate with the USBSTORE Registry key.

3. Delete a file.  Parse the INFO2 file in C:\RECYCLER for the appropriate user.  Empty the trash.  And parse the INFO2 file in C:\RECYCLER again for the appropriate user.  What happened?

Lab 6 – MFT Analysis

1.  Using the image of the red thumb drive that you made in Lab 1 extract the MFT.

2. Parse the MFT using Kovar’s analyzeMFT program.

